WAWEF Getting Started for Vendors

Introduction

Overview

Thank you for your interest in Wide Area Workflow. This guide will help
you get started using WAWEF. In addition to this guide feel free to access the
following web links for additional information and training on WAWF:

WAWEF General Information and Registration
https://wawf.eb.mil

WAWEF Training Database (great place to practice using WAWF)
https://wawftraining.eb.mil

WAWE On-line Training Course (great place to begin learning WAWF)
www.wawftraining.com

DFAS Electronic Commerce End Users Tool Box (register for classroom
training and obtain user guides)
http://www.dfas.mil/contractorpay/electroniccommerce/ECToolBox.html

You must perform the following steps to receive an active WAWF account:

Steps v Description
1 Register with the Central Contractor Registry (CCR)
2 Establish an Electronic Business (EB) Point of Contact
(POC) in CCR
3 Register for Electronic Document Access (EDA). This
Optional step is not required but recommended.
4 Ensure CAGE Code is added to WAWF
5 Establish an Organizational Email Address
6 Designate a Group Administrator Manager (GAM)
7 Determine if batch feeds for data input is necessary
8 Set up PCs to Access WAWF
9 Self Register GAM
10 Change temporary WAWF password
11 Have all Users Self-Register on the WAWF web site
12 Follow-up if necessary

Continued on next page
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WAWEF Getting Started for Vendors, Continued

1st Step M

2" Step &

3" Step M1
Optional

Register with Central Contractor Registry (CCR)

All vendors must be registered in the CCR at http://www.ccr.gov/ in order to
sell goods and services to the Department of Defense (DoD).

For help with registration in CCR, contact the CCR Assistance Center at
1-888-227-2423.

Establish or verify the Electronic Business Point of Contact (EB POC) in
CCR

e To facilitate electronic commerce between vendors and DOD, vendors
must establish an EB POC for their company in CCR.

e The EB POC will be responsible for authorizing vendor employee(s)
access to submit, modify and/or view data on behalf of the vendor. In
WAWEF terminology, the EB POC also functions as the Group
Administrator (GAM). The GAM is your company’s “Gate Keeper”
and will be responsible for authorizing access to WAWF for all your
company’s employee(s). See Step 6.

e The CCR POC is responsible for entering EB POC data in CCR.

e Each vendor can establish up to two EB POCs one primary and one
alternate EB POC for each Cage/DUNS code.

Refer to “How to Establish or Verify the EB POC in the CCR” section for a
detailed procedure.

Optional step, but recommended - Register for Electronic Document
Access (EDA)

Electronic Document Access (EDA) acts as a virtual file cabinet for the
storage and retrieval of multiple types of acquisition documents to include
Purchase Orders and post-award contracts. Vendor may be authorized to
view contract documents that match their validated DUNS or CAGE codes.
To register for EDA got to http://eda.ogden.disa.mil/. Follow the Vendor
prompts.

Refer to “Vendor Registration for Electronic Document Access (EDA)”
section for a detailed procedure.

Continued on next page
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WAWEF Getting Started for Vendors, Continued

4™ Step

Have your CAGE Code added to the WAWF database.

Your CAGE code/s must be added to WAWEF structure before any personnel
can self-register in WAWEF. If you have multiple CAGE codes they can all be
added to your group at the same time.

Optional CAGE code extensions can be created to subdivide your CAGE code
into smaller units. Each CAGE code and extension will have its own
organizational e-mail address. The email addresses will be used notify your
sub-groups that a document status has changed.

To establish a vendor group for a CAGE code, Someone in your company
needs to either call the Customer Support Center-phone number (toll free 1-
866-618-5988) or send an email to DISA Ogden at cscassi g@sd. disa. mil.
If your organization has multiple CAGE codes; the WAWF-RA Customer
Support Center will assist in adding all your CAGE codes to your group
structure in WAWF.

Phoned in requests will be activated online. Emailed requests will be processed
within 48 hours after receipt.

Sample Group Activation Email: Please use the following template to email
requests to WAWF Customer Support: cscassi g@sd. di sa. mi | . Please fill
in missing information with your company information.

E® WAWF CAGE Code Activation - Message (Plain Text)

P Fle Edit Wew Insert Format Tools Actions  Help

fi=tsend | I (G| ] & W) T attach as adobePOF |61 8, |53 8 8| ¥ () [ optiors... | 84 89 47| @ 9 4 WG snagt x| window -1
I [ Al zuj====i-=:c
cseassin@esd disa.mi

Subject: wAWF CAGE Code Activation

OGDEN SUPPORT: Please activate the following CAGE CODE(=s) in WATF

. Cage Codeis):

. EB POC's Neme:

1
z
3. EB POC's Email:
4

. EBE POC's Phone Number:

Important - PLEASE NOTIFY YOUR EB POC! We will need their
authorization to activate individual accounts after the CAGE code/s are
added to WAWF.

Continued on next page
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WAWEF Getting Started for Vendors, Continued

5th Step Establish an Organizational email Address.

e WAWF routes information according to CAGE codes. WAWF
documents themselves do not get routed, but status information about
the documents is sent in emails. For example, email confirmations are
sent when a vendor SUBMITS a document. Email notices are sent
when the government ACCEPTS or REJECTS the document.

e In order to receive status information about the WAWF documents,
vendors need to establish organizational email accounts and determine
who will have access to this organizational email account.

e Ensure that the organizational email address is operational and can
receive email prior to registering it with the WAWF Customer
Support Center.

e The GAM or EB POC shall provide the organizational email to the
WAWE Customer Support Center.

e Note: If you do not set up an organizational email address, the
personal email address of the first person who self-registers from your
CAGE/DUNS code will be used as the organizational email address.

Continued on next page



WAWEF Getting Started for Vendors, Continued

6th Step

7th Step

Designate a Group Administrator (GAM) for your company.

Vendors must appoint a GAM to manage their WAWF account. It is
recommended that the EB POC BE the GAM. As mentioned earlier, the
GAM is your companies “Gate Keeper” and as such this person authorizes the
activations and deactivations for the company’s CAGE code/s. When the EB
POC registers as the GAM no additional paperwork is required to establish
your WAWF GAM account.

The EB POC will also be contacted when there is a question about invoices
submitted through WAWEF. Please ensure your EB POC is familiar with the
WAWEF process, they can contact company personnel to answer invoicing
questions from government officials.

If you appoint a GAM that is not your EB POC. The EB POC must complete
a GAM appointment letter and fax it to the customer Service Center. The fax
number is 1-801-605-7453.

Determine if batch feeds for data input is necessary.

Most Vendors use the manual, web entry method to input their documents
directly into WAWF. Web entry is a good method if you have a small volume
of payment documents to create or if you have a small amount of lines on
your contract/s. But for vendors that have a large number of transactions
and/or many line items per payment document, we recommend you submit
documents via the File Transfer Protocol (FTP) or Electronic Data
Interchange (EDI) method. .

WAWEF FTP and EDI Guides are available after your account has been
activated. If further assistance is needed, please contact the WAWF
Customer Service Center and ask for help with EDI. A trouble ticket will be
created and you will be forwarded to the Joint Interoperability Test Center
(JITC) and a technician will be assigned to assist you in testing your file
layout(s).

Continued on next page



WAWEF Getting Started for Vendors, Continued

8" Step M1

9" Step M1

10™ Step ™

11th Step

12" Step &

Set up PCs to access WAWEF.

Your current computer configuration is usually sufficient to use WAWEF. On
rare occasions your computer’s browser setting may need to be changed.

Please try using WAWEF first and then if you experience problems check your
set-up by Selecting the "Setting Up Your Machine" link on the WAWF home
page https://wawf.eb.mil or call the Ogden Help desk for assistance, they can
be reached at: 1-866-618-5988 option.

GAM needs to Self Register in WAWF (after your CAGE Code is added to
WAWEF). Refer to “How to Self Register in WAWEF” section for a detailed
procedure.

Change your WAWF Temporary Password. Refer to the “How to Change
Your WAWF Temporary Password” section for a detailed procedure.

Have all users self-register on the WAWF web site

Once the EB POC (GAM) has been activated, All company users will need to
self-register. Now the EB POC (GAM) can activate or deactivate their own
company personnel within WAWF. Users can self-register using the same
steps described for the GAM. (The only exception is they would not select
the GAM role unless they are registering as an alternate).

e Every user of WAWF must self-register on the WAWF web site by
completing the online registration form.

e Note: User accounts will not be activated until the GAM activates the
accounts. The GAM will receive an email for all registrations.

Follow-up (if necessary)

If a user’s account has not been activated within 2 business days of self-
registering, notify you GAM or WAWF Customer Service.



https://wawf.eb.mil/

Verifying the EB POC in CCR

Introduction In order to register in WAWF you must have an Electronic Business Point of
Contact.
Procedure Follow the steps below to verify who is listed as your EB POC in CCR.
Step Action

1 Go to the CCR web site http://www.ccr.gov

Result: Home page screen opens.

2 Click Search CCR.

Result: CCR Search screen is displayed.

3 Enter your “Cage Code” into the Cage Code Field or enter your company name
in the Company Name field: and click Search.

Continued on next page
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Verifying the EB POC in CCR, Continued

Procedure (continued)

Step

Action

4

Scroll to the bottom of the page and review the inquiry results.

Electronic Business Primary POC Electronic Business Alternate POC
NAME : —————————— Name : T ———
Address Line 1; .0, BOX 748 Address Line 1; 173 EAST PINE ST,
Address Line 2; MZ 8514 Address Line 2;
City: FORT WORTH City: PONCHATOULA
State: Tx State: La
Zip/Postal Code: 76101 Zip/Postal Code: 70454
Country: USA Country: USA
U.S. Phone: e ——— U.S. Phone: ik
Non-U.S. Phone: Non-U.S. Phone:
Fax; Ie—— Fax: D

e |F someone is listed as the EB POC THEN your EB POC is established.

Procedure is complete.

IF there is no EB POC listed at the bottom of your profile THEN refer to the
“Establishing or updating the EB POC in the CCR” section for a detailed
procedure.




Establishing or updating the EB POC in CCR

Introduction

Procedure

In order to register in WAWF you must have an Electronic Business Point of

Contact.

Follow the steps below to establish/update your EB POC in CCR.

Step

Action

1

Go to http://www.ccr.gov

CCR Home Search Register in CCR ¥
Wendor Comet—— Gonemment Comer—— Smal Busineds —— Access CCR Data—— Handbodh—— FAG— Contacl

i Manlnﬂwmull.wue |
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CCR Release Noti g,

Iabest rEease v

Feslease Notes = 0 T yOu in on th

Caft's RSAVaaston ot Inchude SAA'S segmentea Smal Busingss Ste Standard Bapions for certsin AACS
5 nfoematon e CLF H Exrept

CCR Extract Changes implemented win CCR release v 07.1 (February 2007). For detaled information. paease see

CCR Support Call Center Howrs have changed Please see noe leo
WII'NH of Ffludﬂlim and Mllllldlnl Notices
A fiew vitrsion of (e fraudule
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CCR using DAB data for Reg
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upaatng egislr
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e
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Security Alert
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Result: Home page screen opens.

Click on Register in CCR

Click on Update/Renew

Continued on next page
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Establishing or updating the EB POC in CCR, cContinued

Procedure (continued)

Step

Action

4

Click on CCR Update TPIN

‘ ‘ \.‘.e:'lﬁnimuiat Regisiration

Trading Partner Profile Update/Renew

Trading Bartner Profiles (TRF') can b updatod wsing your temporary Cermation Nurnbar ur Tradeg
Partnar identification Murmer (TFIN), siong with your DUNS Numbar. Confemation Numbars are to he
wsed grior to acceptance int CCR. Afler you hive successidly rugistend in CCR, a TR wil be
assignad and maded 1o the CCR point of contact (POC) sdentified in the TPP

To taach {he Small Bissiness Adminiciratian's profle ragistratian page you must Srst updatelrenew
your CCR TPP, and then you wil be presented with an ogtion to update your SEA proble

CCR UrpaTE| CCR UrDateE
CONFIRMATION & TPIN |

« Select [COR Update G #] 1 you hiee vt successhlly registered in CCR
» Select [COR Update TPIN] € you are registered in CCR and want 1o update your TPP

Hutin to Previogs Page Note tu all Users: Thes is s Federsl Government compaer system Use of
Retn to OPH.gov Home Page this system constilutes consent 1o montoring at al times.
GOR Uipddate sod,07.2 Far Official Use Only

Enter your DUNS number and TPIN

I 5
L-dﬂd;ﬂ ‘ ‘ C@itRm‘md‘oa Regisirafion

CCR Update/Renew - TPIN Login

DUNS #:|
TPIN;|

En 3

To update/renew your reglsiration In CCR. please Input your BUNS number and TPIN, then click submis.

Click Submit

~

Make any necessary changes to your company information.

Click validate/save when finished entering all your information.
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Registering in WAWEF User ID & Password - Vendor

Introduction In order to use the WAWF application you will need to self-register. There
are several roles you may register for etc. GAM, Vendor and Vendor View
Only.

Password Password formatting guidelines require that every password must:

guidelines

o Be at least eight alphanumeric characters in length
« Contain at least one upper case letter

o Contain at least one lower case letter

« Contain at least one number

o Contain at least one special character

« Not contain consecutive characters (abc or cha)

« Not contain repeating characters (aa, bb, etc.)

« Not contain the same character more than twice

o Not be repeated within the last 10 used

e Not be changed more than once in a 24-hour period

Continued on next page
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Registering in WAWEF User ID & Password - Vendor, Continued

Procedure

Follow the steps below to self-register in WAWF.

Step

Action

1

Go to https://wawf.eb.mil

Result: Home page screen opens.

Click Self-Register.

ide Arca Workflown

Widg Area Waorkilow Wide Area Workflow
Home Wersion 3.0.12
Customer Support

[+] About WAWF
= Logon to WAWF (Registered user only)
[+] What's New Self-Register to use WAWF (New users)*
Help with registration for access to WAWF
Security & Privacy

Active DoDAACs & Roles
“Mote: ¥our computer must be get up to run WAWF before you can self-register. See "About WAWF "

Active CAGEs & Roles

Result: U.S. Government Computer System Warning and
Disclaimers screen is displayed

Click OK.

Microsoft Internet Explorer

TN wwide frea workfiow Version 3.0
U.5. Government Computer Systam W arning and Disclaimers

This is a Department of Defenss Computer System. This computar system, including all related squipment,
netwarks. and network. devices (specifically including Intemet access] are provided only for autharized
.S, Government use.

Dol computer spstems may be monitored for all lawful purposes, including to ensure that their use is
authorized, for managemsnt of the system, to Faciitate protection against unauthorized access, and to
werify security procedures, survivability, and operational security. Monitoring includes active attacks
by authorized DoD entities to test or veriiy the security of this sustemn. During menitoring. infarmation 3
may be examined, recorded, copied and used for authorized purposes. '

Allinfarmation, including personal information. placed or sent over this spstemn map be monitored. Use of
this DoD computer system, authorized or unauthorized, constitutes consent ko monitoring of this systemn.
Unauthorized use may subject you ta criminal prosecution. Evidence of unauthorized use collected during
monitoring may be used for administrative, criminal, or other adverse action. Use of this system

constitutes consent to monitoring for these purposes.

_DK 3

Result: Warning is displayed alerting you to NOT use the browser
BACK BUTTON within the WAWF applications.

Continued on next page
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Registering in WAWEF User ID & Password - Vendor, Continued

Procedure (continued)

Step

Action

4

Read the DO NOT USE BACK BUTTON message then click OK.

Microsoft Internet Explorer &l

() MWARMNIMG!
L)

Prior to self-registering For the WastF Application you must complete the
"Setting Up Your Machine” steps located in the "about WiawwF" link in the Mavigation Menu,

Flease DO NOT use the browser BACK BUTTOM within the WaWF application.

The use of the browser's BACK BUTTON is not supported within the wawF application when completing electronic
faorms,

Use of this button wil cause the loss of data not yet saved to the server and will result in the application not
perfarming as intended.

DO MOT use the backspace key in any uneditable field, as this will function as the back buttan,

‘where they exist, use the RETURN or CANCEL buttons to return to a previous page within the WawF application,

Result WAWEF Self-Registration screen opens.

Enter in all required fields. Everything that has an asterisk (*) is a
required field.

WAWF Self-Registration

* Indicates mandatory field

Eirst Name™ Last Name™
Commarcial Telephone™ DSH Telephone
Rank/Grade Bandatory for Government s Eanail Address
Drganication” Title®

Lontinue | _ Beturn | Fage Help|

Click Continue.

Click the radio button labeled User ID and Password.

WAWF Self Registration

* indicates mandatory field

Logon Method *
® User 1D and Passward
' Dal ar ECA Software Certificate
O DaD Common Access Card

Continue | Return | Page Help |

Continued on next page
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Registering in WAWEF User ID & Password - Vendor, Continued

Procedure (continued)

Step

Action

8

Click Continue.

9

Enter in a “User ID”. Please create your own. (It must be a
minimum of 8 characters long).

WAWF Self-Registration

* indicates mandatory field

User ID*
weamdlser]

Continue | Return || Page Help|

10

Click Continue.

11

In the “Role” drop down menu, choose one of the following roles,
“Group Administrator”, “Vendor” or “Vendor View Only”.

WAWF Self-Registration

*

indicates mandatory field

Role
“andar -

Continue | Return || Page Help |

12

Click Continue.

13

Enter your CAGE Code then Click Continue.

Note: Do not enter anything in the “Extension” field unless you
want to create a CAGE code subgroup.

Result: The Comment Box is displayed.

Continued on next page
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Registering in WAWEF User ID & Password - Vendor, Continued

Procedure (continued)

Step

Action

14

Comments or attachments are optional, but if desired, this is the
screen to add them. Click Continue to proceed.

WAWF Self-Registration
“indicates mandatory field
Commen ts

Add a new comment:

Attachments

Browse Add
Aftachments: v
Continue Return Jj Page Heip |

15

Review the Profile information you have entered. If you need to
register for another role or additional cage code click on the Add

w
icon = under “Role Information” and repeats steps 8-12.

WAWF Self-Registration

*indicates mandatory field

Profile Information

First Name LastMame  Commercial Phone  DSN Phone E-mail Rank Title Organization Action

Winny “endor 123-456-7891 vinnywendor@inc.com Account Manager Wendar Inc. £
User ID Action

wawfuser! £

Role Information

Role Group Code Extension Comments Attachments Action
“endor DCMATESTCOLS 81755 M N o2

o

[]STATEMENT OF ACCOUNTABILITY*
| understand my obligation to protect my password/ceificate. | assume the responsibility for the data and system | am
granted access to. | will not exceed my authorized access.

Register Now |J _ Cancel | Page Help)

"

Note 1: The editicon &
information

allows you can edit your profile

Note 2: The delete icon [ allows you to delete your previously
entered information.

Continued on next page
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Registering in WAWEF User ID & Password - Vendor, Continued

Procedure (continued)

Step Action

16 | Check Mark the “Statement of Accountability” box.

[¥]STATEMENT OF ACCOUNTABILITY*
| understand ry obligation to protect my password/certificate. | assume the responsibility for the data and systerm | am
granted access to. | will not exceed my autharized access.

Register Now § Cancel | Page Help|

17 | Click Register Now (you must submit the form for it to be valid).

Result: After registration is completed Ogden will automatically email a
self-registration notice to the registrant and the GAM.

Important: Upon your activation of your account, by your GAM, an
email will be sent to you. The email will contain a one-time temporary
password for your initial logon. You will need to change your
temporary password.

29



How to Change Your WAWF Temporary Password

Introduction After you self-register, an email will be sent to your GAM. After your GAM
activates your account you will receive an email that contains a one-time
temporary password. Use this password for your initial logon. You will need
to change this temporary password to your permanent password.

Password Password formatting guidelines require that every password must:

guidelines

Be at least eight alphanumeric characters in length
Contain at least one upper case letter

Contain at least one lower case letter

Contain at least one number

Contain at least one special character

Not contain consecutive characters (abc or cha)
Not contain repeating characters (aa, bb, etc.)

Not contain the same character more than twice
Not be repeated within the last 10 used

Not be changed more than once in a 24-hour period

Procedure Follow

the steps below to change your temporary password.

Step

Action

1

Go to https://wawf.eb.mil

Result: WAWF Home page screen opens.

N

Click Logon

Enter your “User ID” and temporary password from the email and
click Submit.

N

You will be prompted to change your temporary password.

ol

Enter your new password and retype to confirm it.

Click Submit.

30


https://wawf.eb.mil/

	WAWF Getting Started for Vendors
	Introduction
	Overview
	1st Step (
	Register with Central Contractor Registry  (CCR)
	2nd Step (
	Establish or verify the Electronic Business Point of Contact (EB POC) in CCR
	3rd Step (
	Optional
	 4th Step (
	5th Step (
	6th Step (
	7th Step (
	8th Step (
	9th Step (
	10th Step (
	11th Step (
	12th Step (

	Verifying the EB POC in CCR
	Introduction
	Procedure

	Establishing or updating the EB POC in CCR
	Introduction
	Procedure

	Registering for Electronic Document Access (EDA)
	Introduction
	Procedure
	EDA Password Rules
	Registration Approval

	Using EDA 
	Introduction
	Procedure 
	EDA to WAWF relationship

	Registering in WAWF User ID & Password - Vendor
	Introduction
	Password  guidelines
	Procedure

	How to Change Your WAWF Temporary Password
	Introduction
	Password  guidelines
	Procedure




